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Introduction

animal infermation management system
Welcome ... you are joining the worldwide community of users who have chosen the ultimate

animal information management system to keep track of their very important animal inventory
records.

This software product is the result of working with users in every strata of the animal world ... single
pet owners to fully operational zoological parks ... to develop the most comprehensive and feature
rich animal information management system.

Many of the features and functionality in aim cannot be found in other animal record keeping
products ... which is why aim has become the technology of choice for animal records management
around the world.

Please take a few minutes to familiarize yourself with the aim product ... run the software side-by-
side with this help system.

This Quick Reference Guide is a living document. The most current version is always shipped on

CONTENTS the product CD and placed on the website downloads & updates page. Following the installation

bt fthe softw iodically visit the website downloads & upd to see if

CONSTRUCTION of the software, you may want to periodically visit the website downloads & updates page to see i
there is a newer version of this quick reference guide available for download.
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Getting Started

The aim Administrator provides an administrative console to manage User accounts and usage
rights and permissions.

User Accounts : Provide a unique user identification and password ( UID / PWD ) pairing to
allow access to application components and track each User's usage statistics.

Rights and Permissions : Provides a rules-based mechanism governing access and data
manipulation ( insert, edit, delete ) for each User account.

User Account Statistics : Provides usage statistics for all User accounts.

To get started, review the User or Group Accounts topic and create the desired number of User
Accounts.
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User or Group Accounts

The Records Management Administrator can create and manage as many User Accounts as they
need. The following image displays the User Account management form.

“* Users and Groups I =] |

Ele  ¥ew Heb

e e » s AXHE = @@E{_ﬁ

UGID | Userot Gioup Mame | Ensbled | LoginMame | Password | Diezeiipton | CreateDate |

By defaull, when a nevw Lzes on Group is inserted into the
databasa, Rights and Pesrissions seitings will be clored

1 MNewllzer Templale v MNEWUSER 130725, Defat New User Rights and Pemissions Templste | 11/10/2009

v  |ADMIN 180725, | Administiator Profle [1noeoee |

from the Fewlsr Template [LGID =11 [ 2 1a

To clone a new Liser or Group fiom an esdsting Rights
and Penmissions bemplate, select the desied template
from the drop devn ist, then clck the Clone button.

Uses o Giroup Templates 1 = :E:.'-ﬁl

User o Group Mame Adrmrustrabor
Enabled I
Logn Harme ADMIN

Passwond TR072Z1E,
Diesciiption Adrministrator Prolle

Creste Date 11A0/2009

How Do | Create a New User Account?

New User Accounts can be created in one of two ways:

1. Select the Insert E toolbar button. This will create a new User Account based on the

NewUser Template.

2. Select a pre-existing User or Group Template from the drop down list, then select the Clone
button. This will create a new User Account based on the selected pre-existing user template.

Choosing either of the above options will present the following User Account editor.

Uzer or Group Mame < New Usei o Group »

Ensbled [«
Losgin Mame £ Mewdzed »
Paziward 'Ilil:l??:ﬁ-_
Dhescription ¢ Descaiplion »
Creste Diabe TXer2008

w.,r—-—’

The Enabled setting, encrypted password ( PASSWORD ) and
Create Date are automatically provided. You will need to provide
the following:

User or Group Name
Login Name
Description

NOTE: If this user account is part of a Group, enter the Group
Name and Description, then assign a unique Login Name.

Should | Delete or Disable a User Account?

When a User Account is deleted, all usage statistics for that User Account will also be deleted.
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3.1

When a User Account is disabled, anyone attempting to login with those credentials will be denied
entry into an application component.

For historical accuracy, you may want to disable a User Account (i.e., when a User terminates their
employment) rather than deleting the User Account. In this way, you have the historical record
(usage statistics) in case you need to review those records at a future date.

Change a User Account Password

User passwords can be changed during a User Login, or can be changed by the Records
Management Administrator. This topic demonstrates how to change or reset a User's password.

Step 1. Select the desired User Account

Uzee oo Growp Mams
Enabled

Login Mame
Patswoid
Descripton

Ceeale Date

i s it it T,

1HO72S,
Staff Prafie
120472009

p—

Select the desired User Account by navigating the list of Users, or
click the desired User Account in the list on the right side of the
form.

Step 2. Select the Password Property.

Lzt oo Growp Manme
Enabled

Login Mame
Fazsword
Dheseripton

Creste Date

PP AP R SSe—

Staff

pallsn

[1HOPZ5.

Stalf Profe
120472005

e

Use your mouse to select the Password property, or use the TAB
keyboard key to advance focus in the editor the to Password

property.

Step 3. Assign a new Password, or reset the Account Password to the default

(PASSWORD ).
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Lz o Giroup Mame Szl

E nabled [v
Losgin Name pallen
Pazsword [fwoFzs. =i

{+  Creste Passwond for User or Group

Pmmd -

m"m .

Riegel Pastword bo defzull | PASSWORD

o ooy | % cancel

Click the down arrow to display the drop down Password panel.

On this panel, you have two (2) options:
1. Enter / Confirm a new Password for the User's Account.

2. Reset the User Account Password to the default value
( PASSWORD ).

Select the apply button to assign the Password. The password is
displayed and stored as an encrypted value.

NOTE: If you reset the User Account Password to the default
value, the User will be forced to create a new password the next
time the User logs into an application component.

3.2 Loginto an Application Component

Logging into any of the aim application components follows industry-standards. This help topic

demonstrates how to login.

NOTE: Users will only be required to login if the User Login has been enabled.

AIM Login ...

This example demonstrates the login for the
Records Management Administrator.

Enter Login Mame and Password Default Login Name : ADMIN

Default Password : PASSWORD

Login Mame |.-'J-.DMIN

The Login Name and Password are case

Sededmdnbenbdond

Paz=svword

sensitive.

When any User logs in using the default
password, they will be forced to change their
password ( refer to next image below ).

Login

This same mechanism works for all User
Accounts. If an existing User wants to change
their password, they can simply enter
PASSWORD into the Password editor and they
will be advanced to Create New Password.
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In the above example, the Records Management
Administrator logged in using the default values,
which changed the user interface, requiring the
Administrator to create a new password.

AIM Create New Password ...

Create New User or Group Password
& ta 15 alphanumeric characters

Enter the desired Password into the Password
editor, then re-enter the same Password into the
Confirm editor.

Login Mame |.-'J-.DMIN

Pazawvord |’°‘°‘°‘°‘°‘°‘°‘°“ ;
If the Passwords match, the Password will be

encrypted and stored in the User's Account.

Confirm |’°‘°‘°‘°‘°‘°‘°‘°“

Apply Changes and Login

NOTE FOR ADMINISTRATORS : You are not
required to keep the Login Name as ADMIN. As
the Administrator, you can select yourself
(Administrator) on the User Account Management
form and change your Login Name.

Cancel

What Happens When a User Exits an Application?

When a User exits an application, they will be presented with the following Confirmation message.

x|} YES: The Application will close and the
User Session will remain active. If the same
7 | Keep AIM Session Rctive? User launches another application
\'{/J I o s e e o il e o r-Hoglr o Aass ok ATH appiications, component, they will not be required to login.

WARNING : Do nok leare your computer unattended whis your sessins adtive. | O - The Application will close and the User

_ Session will end. If the same User launches
Do you wenk o keep your AIM sogsion activey another application component, they will be
required to re-login.

~Yes o concel |

CANCEL : The Confirmation message will
be closed and the User will remain in the
current application component.
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Rights and Permissions

11

Each User account is assigned their own set of Rights and Permissions rules, segregated into two (2)

categories:

1. Data Forms : Access and Read Only
2. Data Tables : Insert, Edit and Delete

The below display presents the Access and Read Only options for Applications, Menus and Data

Entry forms.

i
Ele  Wiew Heb
o & P B m&j@_ﬂwﬁ Newliser Template
Lser or Group Name Application Components, Menus and D ata Entiy Fome | Database : Data Table
Newllzer Tamplate || [T Fomission Cotegon || AssinedTo Apphcations, Menus and Dala Forms | Desceplion Becess | Read Ony | =
(Adimiisrstor | |4 Apphcation Data Records | Core Riecosds Management Appbcalion v |
| 1M Apphcation |Auchiect |Dsla drchitect Apphcation 7
| AIM Apphcation |Piint Shep |Pert Shop Agghcation v
LAIM Apphaticn |Drata Mehange |Dala Mehange Applcation v
AIM Apphcabion | Audministrabor |Admanistrator Management Application [
MenudndUlForn Drala Records Overview : Specimens Profle [nformation for S pecimens 2
MerutindUlForm  |Diala Records | Acquisibon |cquisition Data Enirg Foem v
Merubrdllfern | DalaRecords | Disposiion | Dispasition Data Eniry Feem v
£| MentndU| Form |Data Records | Gereral Care and Mainbenance |Gl Cate and Maintenance Data Ertry Form v
| MenutrdUIF o |Data Recoids | Peifoimance Meatisetent |Petfoimance Measuement Data Entry Fottn v
£ MertrdUIF o |Data Aecords | Birthing Activies and Breed Service | Binthing Actvities and Breed Service Data Entiy Foms v
2| MenudndUIFomm Dista Records | Competitiors, Shows and Everts Competitiorss, Shows and Everts Diata Entny Foem 2
| MenutindUIForm |Data Records | MAIS Record Book [MaI5 Record Book Data Entry Foems v
|MenuardUlFern  |DaslaRecords | OnDemand DalaViews | OnDermand Data Views Fom v
£ MenutindUIForm |Data Records | OnDemand Chad Views | OnDemand Chadt Views Fomm 2
£ MenuhndUIFormn |Data Records | Calenda and Scheduling |Calendar and Scheduling Data Eniry Foms [
MerasrdUl|Fomn Dol Aecords | Cordacts | Address Book | Cordacts [ Address Book | Data Enby Form v
MenubrdUlForm  |DalaRecords | Financial Ledges |Financial Ledger Diata Entiy Foim v
MerubrdUIFomn | Dats Records | General Care and Gestation Plarnes | Gereisl Caore and Gestation Plarees Form v
| MenatredlIF oren |Dala Records | Pedigtes and Progery Woikshop | Perdigpens amed Prosgranys Wotkshop Form v
MertrsdlIFam |Diata Records  |Uses Intesface Themes |Uset Intestace Themes Foem v
MenndUIForn Diala Records | Specimen Yiew Groups Specimen Yiew Groups Designer Foim I
' MenudndUiForm |Diata Aecords | OnDemand View Gioup Fiter Designes | Eirbemand View Group Fiter Designer Form v
MenurdUlForn | DalaRecords | Fieusable Flepait The Inages |Frewsable Fieport Tite Inages Form v
MensstrdlIFom |Dals Records | Selection Lists Manager |Selection Lists Manager Fomn v =l
Mo s i el 1| Fnros . Nl Racads Fila M akrinat © lrnsnss Uidane sed Do el Fila M abinal © lenanss UWdasee aed Mo maeds Fare T i
v

The basic rules are:

= Access can be controlled at the Application level ... i.e., A User can be granted or denied
access to a specific application component by placing / removing a check mark in the Can

Access checkbox for the AIM Application component.

= Access can be controlled at the Menu or Data Form level ... i.e., A User can be granted or
denied access to a specific data entry form, such as the Financial Ledger, by placing /
removing a check mark in the Can Access checkbox for the MenuAndUIForm item.

= A User can be assigned Read Only privileges to a specific application component or data entry
form. A good example of this would be a Staff member (i.e., Educational Outreach) who needs
to use the data in a referential manner, but does not have a requirement to insert, edit or delete
data ... simply assign a Read Only attribute to their Data Records permission and they will be
able to see, but not alter, any of the data. Assign the User's read only permission by placing /
removing a check mark in the Read Only checkbox for the AIM Application component or
MenuAndUIForm item.

Iah
To change the setting of a permission, select the |123 toolbar button to place the form into edit
mode.

The below display presents the Insert, Edit and Delete options for AIM data tables.
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[* RightsandPermissions =10]x]
Fla  View Preferences Help
e @ & 9 Q) =BT g [ staff : pallen
Lser or Group Mame | Apphication Components, Menus and Data Entiy Forms Database : Dats Tables I
Newlisi Template | Database : Data Table Hame Desetiplion Canlnget | CanEdil | CanDelie
Adminisirator | amiCalendar [Calendar Flecords Iv Mo~
Stalf || [ aimBisedServics Breed Service Records v v v
aimBrthActivities |Biething and Breeding Activity Flecords [w [ [
sinPerformance Perleemanica Recood: ¥ [+ [w
aimblAl5Premises |HAIS Premises Fleconds v C ¥
sl S Recods HAlS Reconds v v v
aimid amltem |$pecimen Recods ¥ [ C
| il edgel Ledger Rrecords v v v
i| aimirventoeLinks |Files Linked to Specimens v v v
| ainGenersiCars General Cae Records I3 [ [
i{ awFieCobinet |File Cabinet Records v v v
| ainDisposition Dizposdion Recods ¥ [ [
i aimContacts |Contact [Adchess Book] Recoeds ¥ ¥ v
| sinCompetitions Coenpetiion Recods I3 [w [w
i{ aimCollectionStarage |Collection Storage Aeconds v v v
18] sini copudsilion tuquirtion Fecoids e v ]
aimTasks |Calendar System Task Recands v ~ 3
The basic rule is that Users can be granted or denied the privilege to Insert, Edit or Delete records for
a specific data table. This provides a flexible mechanism to control which Users can insert, modify or
remove data contained in AIM data tables. Assign the User's privilege by placing / removing a check
mark in the Can Insert, Can Edit or Can Delete checkbox for each data table.
. — |ah . .
To change the setting of a permission, select the |123 toolbar button to place the form into edit
mode.
NOTE: Underlying data tables for user-defined data entry forms ( referred to as UDF and created in
the Architect application ) are automatically added to Rights and Permissions listings in the
Administrator. This also applies to data forms and data tables imported from other aim users.
4.1  Enable/Disable User Login

User Login can be enabled / disabled to accommodate facilities that need this level of governing user
access as well as facilities where this functionality is not required.

Fle View | Preferences | Help
User Login Required
fecount Usage Logging &
Applcateon Meny Ttems  »#
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Select the User Login Required menu item to show / hide the check mark for this item. When the
check mark is visible, the user login system will be active and all Rights and Permissions will be
evaluated for each User.

When the menu item is unchecked, no User login will be required and all Rights and Permissions
evaluations will be bypassed.

4.2  Show /Hide Application Menu Item(s)

The Records Management Administrator has several options regarding the display of application
menu items when the User's CanAccess privilege is turned off ( CanAccess = FALSE ).

fie  Wiew | Preferences | Help
Uiser Login Required
Acoount Lizage Logging ¢ |
[ nppheation Men Items b [[3] Disable Menus emiz) |
' [ Hide Menu Ttemi(s)

Disable Menu Item(s). The application menu item will be disabled, although the text of the menu
item will remain visible.

Hide Menu Item(s). The application menu item will be hidden from view.

4.3  Runtime Priorities for Rights and Permissions

Runtime Rights and Permissions are only considered when User Login is enabled. When User Login
is disabled, each application component can be launched and all privileges (access, insert, edit and
delete) will be available to the User.

This topic details the sequence (order) of evaluating runtime priorities for rights and permissions
when User Login is enabled.

1. Does the User have Access to the Application?

When each aim application component is launched, a series of rights and permissions are evaluated
to determine:

= |s the Login Name and Password valid.
= |s the User Account active ( enabled ).
= Does the User Account have access privileges to the application component.

NOTE: If any of the above evaluations are FALSE, a message will be displayed to the User and
the action to launch the application component will be terminated.

2. Does the User have Access Privileges to ALL Menu Items and Data Forms?
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Rights and Permissions settings are used to enable / disable Data Records menu items. This
controls whether a User can access specific data forms within the application component. If a menu
item has the Can Access privilege set to FALSE, the menu item will be disabled and the User will not
be able to access the associated data form.

3. Does the User have Read Only Privileges to the Application and Data Forms?

Read Only privileges can be set globally for the application component, or specific to individual data
forms within the application.

Application Read Only. When an application component (i.e., Data Records) is set to Read
Only, then all data forms within the application will be read only. This means that the User will
not be allowed to Insert, Edit or Delete records throughout the application. This is useful setting
for Users who may need access to data (i.e., Educational Outreach, Research, etc.), but do not
need data entry privileges.

Data Form Read Only. When a data form is displayed, the User's rights and permissions are
evaluated to determine if the User has data entry privileges or is restricted to read only privileges.
If the data form is determined to be read only, the the User will not be allowed to Insert, Edit or
Delete records on the data form.

4. Does the User have Insert, Edit and Delete Privileges on the Data Form?

When a data form is displayed, and all of the above rights and permissions have been passed, a final
evaluation is made to determine if the User has Insert, Edit and / or Delete privileges for the
underlying data table to the data form. This applies to all data forms shipped with the aim product as
well as data forms created in the Architect or imported from other aim users.

The user interface toolbar buttons and information editors will be displayed or enabled / disabled
based on the Can Insert, Can Edit and Can Delete rights and permission settings for this User.
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5.1

Account Usage Statistics

Account Usage Statistics provides Records Management Administrators with important information
regarding each User's access and usage of aim application components.

Depending on the setting of usage statistics logging, a comprehensive record can be detailed when:
= A User enters / exits an application component.
= A User enters / exits an application data form, via the associated menu item.

The following help topics provide detailed information regarding:
Setting Level of Usage Statistics Logging
Purging Outdated Usage Records

Setting Level of Usage Statistics Logging

The level of statistics logging can range from none to granular. Usage statistics logging is only active
when User Login is active.

To set the desired level of statistics logging, select the appropriate menu item from the Preferences |
Account Usage Logging menu.

Eibe wl&rl:fn:-rms Help

User Lo R enquired

| hecount Usage Logging ¥ | Do Mot Record Detaded Lissgs Ttatisties
Aipplic stion eny Elems b Application Onhy  Enter and Exit )
[ mochcation and Menu § Form { Enter and Exit) |

Do Not Record Detailed Usage Statistics : No detailed usage statistics will be recorded for each
User Account.

Application Only ( Enter and Exit ) : Usage statistics will be recorded each time a User Account
enters or exits and application component.

Application and Menu / Form ( Enter and Exit ) : Usage statistics will be recorded each time a
User Account enters or exits an application component ... as well as each time a User Account enters
or exits an application component data form.

The following screen shot demonstrates usage statistics recorded for a User Account.
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[*[ UseractivibyStabisties =10
File  Wiew Preferences Help
& & & ~wepee Q)= [ Staff : pallen
E ] User o Geoup Information [Dusta Reconds | D1ata Architect Data Kehange
4| Uses oo Group Mame | LoginMame | Ensbled | AccessDaste | UsageCount | AccessDste | UssgeCount | AccessDate | Ussge Court | A
| |Mewlloar Template  |HEWUSER v 0 | 0 | 0
T R e - - I
[ »]Staif | paten v 1257200 4 imﬁram B Zmame | 3 i
1 | |
E e L
AlM Appheation Wi o Dk Foren Action Actin st Action Time
e e 0. | Dato Fiecords E 1262009 | 45319PM
Drats Recaids Specimen Dverview E 12/5/2009 45371 PM
1. Fiter the desired detall cobsmy. | ot Frecords Soacien Dvervieer * 12/5/2009 45337 PM
2 Select the desired detad rowfs]. | [ata Recouds General Cae and Martenance Recoeds E 1252009 | 45337 PM
Data Fecods General Care and Martenance Fecoeds * 127542004 45343 PM
:I E] Drata Recouds Peelcemance Measuement E 12/5/2009 |  45343PM
Data Fecods Pestoemance Measuremerd * 1252008 | 45404 PM
Uea e loobar Print Presviesor | Data Recoids x 12542009 A4:54:04 P
o] bafees ey s vl | At E A0 | 45412PM
Auchitect SOL Query Woikshop E 12/5/72009 | 45418PM
3. Remove selecied detad row(s) | Anchilect SOL Cuesty Wonkshop X 12542009 4:54:35 PM
Anchitect Exepacut Data Eriiy Forenlz] E 12/%,/2009 4:54:36 P
(-] Architect Epeort Dt Erity Foriz) " 12/5/2009 45442 PM
Archilect X 12/5/2009 | 454:42PM

Notice that the usage records track the User Account for Application and Menu / Form usage.

5.2  Purging Outdated Usage Records

Depending on the level of usage statistics logging, the number of usage records will grow at a
minimal to accelerated rate. With logging set to the most granular level ( Application and Menu /
Form ), a usage record will be created each time a User enters or exits an application component ...
and each time a User enters or exits a data form ... which can result in a large number of usage
records per User Account.

You may find it easier to manage usage statistics records by removing (purging) outdated records.
As an example, you may want to archive and purge usage statistics records on a Quarterly, Monthly
or Yearly basis ... or governed by local records management policy.

This topic demonstrates how to archive and purge usage statistics records.

Step 1. Select the desired User Account
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“[F User Activity Statistics ‘lmﬁl
Fila  View Preferences Help
e & o 9~ owepne Q)EI [ g Staff ; pallen
E ] Uer or Group Information Diata Fecods Dsta Architect [ st Hchange
3 Usesca GroupMame | LogmMame | Ensbled | AccessDate | Usage Count | AccessDale | UsageCount | AccessDale | Usasge Count | A
Hevlzer Tu'r!ﬂam HEWUSER v | 0 0 0
Admirististon ADMIN [ 12/5/2008 1 0 i
F Staif pallen [w ]12.5!'27]]9 4 125, 2005 g 12/572009 3 12.!'
i | |
= ; | rhaee — e e R
AlM Apphcation M enis of Draka Form Action Action Data etion Time
e e 0. | Dato Fiecords E 1262009 | 45319PM
) Drata Recods Spacifien Ovanriew E 12052004 4531 PM
1. Fibes the dessed delad cobsmn. | 1155 Flecords Specmen Dverview ¥ 12/5/2009 45337 PM
2 Select the desired detad rowfs]. | [ata Recouds IGeneral Care and Martenance Recoeds E 12/5/2004 45337 PM
i Data Recods General Care and Martenance Reconds b 127572008 45343 P
i] D Drata Recouds Peelcemance Measuement E 12/5/2009 45243 P
Data Recods Pestormance Measurement * 1252008 A.54:04 P
Usa the loobar Print Preview of [ Duats Recods x 12542009 A4:54:04 P
Expeal oplaon bo archive selecied p
towfs] belces they soe remenved, || Auchiect E 12/5/2003 45412 PM
Anchilect SOL Dty Wotkshop E 12/%,/2009 A4:54:18 P
3. Remaoe selected detad row(s) | Anchitect | SOL Guety Workshop * 12552008 45435 P
. Anchitect [Expeut Data Eritny Forenz) E 12/%,/2009 4:54:36 P
EI Fuchitect [E epeut Data Entry Forrns) * 1252009 4:54:42 P
Anchitect X 12/%,/2009 4:54:42 P

Step 2. Select the Usage Statistics Records to be Purged.

Use one of the following options to select the desired usage statistics records to archive / purge:
= Select the toolbar button to select ALL records in the list.

= Hold the CTRL key down while clicking random records with your mouse to select non-
contiguous records.

= Select the first record in a contiguous block by clicking the record with your mouse. Then hold
the SHFT key down and use your mouse to click the last record in the contiguous block.

NOTE: Selected records will be highlighted.

Select the Remove button located on the Purge panel. Notice that all highlighted records are
removed from the usage statistics display.

© 2009 the caplen company



the caplen company

caplencompany.com

technology solutions from a technology leader

P.O. Box 517

Jefferson, Maryland 21755
USA
www.caplencompany.com

240.490.7019




	Introduction
	Getting Started
	User or Group Accounts
	Change a User Account Password
	Login to an Application Component

	Rights and Permissions
	Enable / Disable User Login
	Show / Hide Application Menu Item(s)
	Runtime Priorities for Rights and Permissions

	Account Usage Statistics
	Setting Level of Usage Statistics Logging
	Purging Outdated Usage Records


